Installing the Cisco VPN

The installation instructions for the Cisco Anyconnect client on this document are based on
those on the OIT webpage located at:

http://faqg.oit.gatech.edu/content/how-do-i-install-cisco-anyconnect-client-windows-7

*** Note: It is important to know that the OIT instructions upon which this
document is based have been modified. This is so that once installed, the
software will point to a “subset” of the campus VPN that grants access to the
RAB network. Only campus-wide Kerberos ID’s and passwords for employees of
GTRC and OSP have been granted access to this piece of the campus’ VPN.

For the most part the instructions are the. You may notice that the Web address links in some
of the pictures differ slightly from the link in the instructions. The link in the instructions is
correct and is the customized version for GTRC/OSP. This installation can be done from any
location with Internet access. It does not need to be performed from the RAB or campus.

*** Note: Administrative rights to the computer the client is being installed on are
required. This is only necessary for the installation, not the actual use of the
software.
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Getting Started

Open a web browser and go to http://gtrc.vpn.gatech.edu. This will redirect you to a login page.

1la. You may see a page warning of a security certificate problem. In this case just click the

Continue to this website (not recommended) option.

@\_) = [&] hitp//gtrcvpn.gatech.edu/ ~[ 4] x |[®! vahoo! search » |
File Edit View Favorites Tools Help
x Eﬂ]' o_’ - (7 |Web Search [%: Bookmarks ¥ [ Settings » E) HP Games QHP Create = Coupons.com M Snapfish v [ HP Smart Deals v » | x @~
' Favorites | 7ls (@ Suggested Sites » [ Free Hotmail @& Get More Add-ons ~ [ Customize Links (g Windows Marketplace @ Windows Media @ | Windows
= = |
55 v @ Cettificate Erro... % | @ Amazon.com Gol.. |(€ SmartZone Com.. |*§ howto turn off da... [EJ Facebook (& Windows Live Hot... fa ~ B - = # v Page~ Safety~ Teols~ @+
There is a problem with this website's security certificate.
The security certificate presented by this website was not issued by a trusted certificate authority.
The security certificate presented by this website was issued for a different website's address.
Security certificate problems may indicate an attempt to fool you or intercept any data you send to the
server.
We recommend that you close this weby and do not g to this website.
@ Click here to dose this webpage.
@' Continue to this website (not recommended).
@ More information
Done € Internet | Protected Mode: On A v R10% -
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(&) 551 VPN Sarvice - Mezilla Firafex = = ™
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PASSWORD!
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2. Enter your Kerberos username and password. This is the same username and password you
use to log into http://buzzport.gatech.edu or http://techworks.gatech.edu.

3. Your next screen will be our Welcome banner. Click "Continue".
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@ Morills Firefox
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Done

Walcome to QIT's IPSEC VPN Senics
Support kttpcwaw. oit.gatech eduhelp’ You
ard now connacted to the Geargia Tach
campus nebwark, which is availabla for
authorized use only, All traffic and actions ars
subjecito the Compuler and Nabwork Usage
Palicy (CHUPTL. Ritp:wwiw.oil.galach.adu
finside_pitpalicies_and_plans/palicies
ICMUSP pdf By connectiong to the Georgia
Tech network. you acknowladge and consent
1o thase terms. Sendoe Tunded in pan o
Sludent Technalogy Fee. tiert-csr

| cancel | | Continue |

4. The client will now begin the installation process:

8/18/2010

Page 4 of 13



Installing the Cisco VPN

@) Installation - Mozills Firsfox

=5 =N =
Eile Edit Yiew Higtary Bookmarks JTesls Help
- c X o 1 _g-at-z-;:h.f.-a: https:/ fipsecvprgatech.edu/ CACHE ste/1index html .| -'-"'I Goog!
£ Mozt Visited | | Getting Started 5 Latest Headlings 9 Speskeasy - Speed Test

 Installation | =

Cisco AnyConnect VPN
cisco

l% WebLaunch Using Sun Java for Installation
Security Warning
Plat Anempting to launch the Sun Java applet which is
. D:te:trir:n digitally signed by Cisco Systems. In order to

preperly downlead and install the plug-in, be sure
to click "Yes" an the security pop-up.

- lava Detection

- Sun Java

Halp { Download

JavalTM) Platform, Standard Edition ™ *
| Wisit us for mere information at ]
It/ Pt java,com -

Dane

5. You may get a Security Warning from Java. Click "Run".
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" Instsllation - Mozilla Frrefox

9 - c o ‘mhrtps:--ip:ec.’-‘.—.p:‘r.gatecl'..edu-C-'.CHE-:t-:-l-mdu.html

£ Most Vestted Getting Started 3 Latest Headlines 3 Speskeasy - Speed Test

Installation [

z'him’n«rn'lrlg - Security

The application’s digital signature has been verified.
Do you want to run the application?

Name: Ravasun
Publisher: Choo Systems, Inc.
Froim: hhitps: | fipsec2. vpn. gatech. edu

7| Bhwiays st content from thes publishe

E The digial spnatere has been validabed by a brusted source.

More Informabon...

[ Help. Download

Done

6. The installation continues
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i Indtallstian - Mazilla Firefar
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£ Most Visited | | Getting Started 5, Latest Headlines » Speakeasy - Speed Test

(&

_ Installation

Done

7. You may get a User Account Control window. Click "Yes".
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'E-;-' User Account Control

@ Do you want to allow the following program from an
“ unknown publisher to make changes to this computer?

Program name:  ChUsersigraha..\WinSetup-Release-web-deploy.msi

Pubklizher: Unknown
File crigin: Hard drive on this computer
V Show details Yes ‘ [ Mo ]

Change when these notifications appear

8. Installation is now complete.
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(&) tnatatistion - Mesifla Firefex =2
Eile Edit Yiew Higtary Boekenarks Tesls Help
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_ Installation | =+

il Cisco AnyConnect VPN
Ccisco

.E% WebLaunch Cannection Established
The Cisco AnyConnect VPN Client has successfully
L Platform cannacted.
Detection

The connection can be controlled from the tray icon,
gireled m the mmage balaw:

- Java Detection

- Sun Java ® i U [EEIETEY

- Connected

9. You can close your browser. The icon for the vpn client in the system tray at the lower right
hand corner.
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Cisco AnyConnect YPN Client
Connected

U

Customize..
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10.Double click on the icon to maximize the AnyConnect Application and view details.
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% Cizco AnyCennect VPN Client E'@
© statstes |G about

T
CISCO

Connection State: Connected
Client Address: 143,215,168, 153
Server Address: 143,215.4.13
Client Address (TPva): Dizabled
Evytes Sent: 7203
Bytes Received: 4396
Time Connected; 00:04:07

VPM zession established to anycvpn.gatech.edu,
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11. To disconnect from the VPN, click on the "Connection" tab and click "Disconnect".

#2 Cisco AnyConnect YPN Client |Z||E|g|

%, Connection | € statistics | & about

vl
CISCO

Disconnect

WPM session established ko gtre.wpn.gatech.edu.

12. In the future, to run the AnyConnect Client click on: Start -> All Programs -> Cisco -> Cisco
AnyConnect VPN Client -> Cisco AnyConnect VPN Client. It may also appear at the top of the
Start window as a newly installed program.
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;ﬁ Cisco AnyCennect VPN Client
@ Default Programs

W Desktop Gadget Gallery

"_E Internet Explorer (G4-bit)

& Internet Explorer grahamt
&4 Windows DVD Maker
EZ Windows Fax and Scan
€ indows Media Center
Windows Media Player
E_| Windows Update

i Wireshark

=l XP5 Viewer

. Accessories

Documents
Pictures
Music

Computer

#8 Cisco Control Panel

Ju Cisco AnyConnect VPN Client
qﬁ Cisco AnyConnect VPN Client | Devices and Printers

. Games
. Maintenance Cisco AnyConnect VPN Client

. McAfee
. Mozilla Firefox Help and Support

Back

Cearch nroarames ond Siles 0o |

For specific instructions on how to use the Cisco VPN client, see the Using Cisco’s VPN client on
the intranet.
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